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Primary and Secondary Dimensions of Diversity
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Obligations off Employers

= Make the workplace free of unlawful
discrimination, harassment and
retaliation

 Promptly and confidentially investigate
complaints of discrimination,
harassment and retaliation

= Where discrimination, harassment and
retaliation may have occurred, take

prompt and appropriate remedial action

(I.e., discipline commensurate with the offense)
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Personal Space in the U.S.

Intimate distance 18”

Personal distance 18" to 4’

4’'to 8

Social distance
8 to 10’

Public distance
o — . <

N —— — — <

Adapted from Personal Space Categories for Those in the United States
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Protected Federal Categories
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Social Media Is Part of Today's Workplace but its Use May Raise Employment Discrimination Concerns

Experts Tell EEQC That Use of Social Media by Employers, Applicants and Employees May Implicate the Laws EEOC Enforces

WASHIMNGTON-The use of social media has hecome periasive in today's workplace and, as a result, is having animpact on the enforcement of federal [aws, 2
panel of expers told the 1S, Equal Emploviment Oppodunity Commission (EEQC) at a meeting held taday at EEOC Headguarters inWashington. The meeting
was convened to gather information abouot the growing use of social media and how it impacts the laws the EEQC enforces.

"The increasing Use of social media in the 21st century warkplace presents new opportunities aswell a5 questions and cancems," said EEQC Chair
Jacgueline A, Berrien. "This meeting has helped the EEQC understand how social media is heing used in the emplovment context and what impact it may hawve
on the laws we enfarce and on our mission to stop and remedy discriminatory practices in the workplace”

Jonathan Segal, speaking on hehalf of the Society for Human Resource Managerment (SHREM), explained that ermplovers use different types of social media for
sevaral different reasons: employvee engagement and knowledge-sharing, such as having a carporate Facebook page or blog to keep emplovess in far-fung
offices aweare of new programs or policies; marketing to clients, potential customers and crisis management; and for recruitment and hiring of new employees.
In fact, SHREM surveyed its members over several vears and found that 77 percent of companies suneyed reported in 2013 that they used social networking
sites to recruit candidates, up fram 34 percent in 2008

The use of sites such as Linkedin and Facebook can provide a valuable tool for identifying good candidates by searching for specific qualifications, panelists
told the Commission. Butthe improper use of information obtained from such sites may be discriminatory since most individuals'race, gender, general age
and possibly ethnicity can be discerned from information on these sites.

Renee Jackson of Mixon Peabody LLP, who counsels corporations, said that social media should be one of many tools used in recruitment, in order to cast a
wide net for potential candidates. To the extent that employers conduct a social media background check, itis better to hawe either a third party or a designated
persan within the campany who does not make hiring decisions do the check, and only use publicly available information, not requesting passwords for social

media accounts. Infact, as several panelists noted, there already exist four states with lawes prohibiting emplovers from requesting passwards and user
narrec frrm analicanteiamplees 9 fnrber nf nother ctates hava coarkh lawee nendinng and there are cpvaral arnanceale befnre Condrece 1o do the coame nn 9
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3 Social Media Hiring Mistakes That Can Land You in The EEOC's
Bad Books

As social media becomes increasingly ubiquitous, many employers are now using
it in their hiring processes. A report released by the SHRM in January 2016

revealed that 84% of organizations used social media during recruitment in 2015. with our
This is a significant increase from the 56% who used it in 2013. ' :

ent tools.

Recruiters are now using social media at different stages of the hiring process,
from posting job adverts, and engaging top talent to conducting background Learn More
checks. With time, social media is likely to become even more important in the
hiring process.

However, using social media hiring isn't without its legal risks. As far back as 2012, employers were already getting sued for alleged violations committed while
using social media for hiring. Since then, the Equal Employment Opportunities Commission ( EEOC ) has become increasingly vigilant.

Basically, using social media haphazardly during the hiring process can easily land an organization into the EEOC's bad books. The three most common
mistakes which can set an employer up for a clash with the EEOC include the following:

1. Performing Searches Inconsistently

The EEQC’s major concem is with discrimination. As such, anything which seems like discrimination will raise red flags with the agency. One way employers can
inadvertently raise flags is by using social media inconsistently during the hiring process.

If, for instance, some applicants are have social media searches performed on them, while others aren't it, is easy to allege discrimination. An applicant can
claim that they were searched because of their ethnic—sounding name or their gender. An employer would have difficulty proving otherwise.



e e | >
Can | Google - pplicants?

.o * BUT During this session we want to look at more:

- What’s legally allowed to search when investigating a
candidate

- The return on investment of online screening
- The current "case history" that might motivate a social

media
search risk

- New tools and methods for analyzing information found
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Generational Groups

Traditionalists
Baby Boomers
Generation X

Millennial

Generation Z

(prior 1945)
(1946-1963)
(1964-1980)
(1981-2000)

(2000- today)
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“universal” Dynamics ?
Define these terms
Appropriate
Casual

Team player
Effective communication




HATE VIOLENCE PYRAMID

GENOCIDE
The deliber ste,
systematic
exter minstion of
an entire people

VIOLENCE

Individusl C ommunity
Murder Arscn
Rape A —er Terrorsm
Assault Vandslism
Threst Desecration
Harassment Lynching

DISCRIMINATION

Harassment Employment Disorimination
Housing Discriminstion Educational Discrimination
Socisl Exclusion

PREJUDICE AND BIGOTRY
Scapegosting Name-Cslling Epithets
Ridicule Scocial avoidance De-humanizstion

ACTS OF BIAS
Stereotyping Jokes Rumors
Justifying biases by seeking out like-minded people
Accepting negsative informstion
Scoreening cut positive informastion
Insensitive remarks and non-inclusive langusage




There are about 540,000 words
In the English language...
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about 5X as many as
during Shakespeare’s time.




More than 3,000 new books
are published every day




|Is Soclal Media A Fad?

https://www.youtube.com/watch?v=s3rWAd8KQXxE
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The Digital Age

Welcome to the Virtual World
of:

= “Friends”: Facebook &
Instagam

- Mostly social, but growing
business network

= “Connections”: LinkedIn
- “Facebook in a suit”

= “Followers”: Twitter
- Instant messaging on steroids




There are almost 2 billion
registered users of Faceboo

facebook

Facebook helps you connect and share with Sign Up
the people in your life. It's free and always wil be.

2
LL‘ g‘ g ,LJ\. g Last Mame:
LL. & g‘ Your Email:

& g ‘LL‘ & Re-enter Email:

First Name:

New Password:
Iam: Select Sex: El

Birthday: Month:E Day:E Year:El

Why do I need to provide this?

Create a Page for a celebrity, band or business.

English (US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano &.,=ll B=ar hIF(EE) =

Facebook © 2011 - English (US) Mabile - Find Friends - Badges - People - Pages - About - Advertising - Dewvelopers - Careers - Privacy - Terms - Help




If Were a country,

it would be the 39 largest in the world

(Between India and U.S.)

And this does not include

or



http://www.google.com/imgres?imgurl=http://i.huffpost.com/gen/77027/original.jpg&imgrefurl=http://www.huffingtonpost.com/2010/10/09/new-myspace-logo-unveiled_n_756871.html&usg=__EfQKe-eE4FUumzZ4loIwSDb07-o=&h=220&w=300&sz=29&hl=en&start=1&zoom=1&tbnid=Z9mNojjMM4PgNM:&tbnh=85&tbnw=116&ei=TVtzT8KQLsuRgQe11L1t&prev=/search?q=myspace+logo&hl=en&sa=X&gbv=2&tbm=isch&itbs=1
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Internet Never Forgets...

Stacy Snyder

15t Amendment does not
cover photos

Internet records everything and
forgets nothing

Every online photo, Facebook
status update, Twitter post and
blog entry by and about us can Drunk'in Pirate
be stored forever
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Employers asking job seekers for Facebook passwords

March 21, 2012 | By Manusl Valdes and Shannon McFarland THIS STORY APPEARED I The Boston Globe
Eirecommend A Tweet < 1 g +1 < 0 ShareThiz © Mew E-mail
= Print
i tickets, 2-night scay, VI access R TY ; : S
S, ~~NLENT STAY, E SEATTLE - When Justin Bassett interviewed

Limited availability, for a new job, he expected the usual questions
take advantage by April 30 about experience and references. So he was
astonished when the interviewer asked for

??1-0?'{-: something else: his Facebook username and

password.

Bassett, a Wew York City statistician, had just
sement finished answering a few character questions

i i Robert Coling was stunned when he returned to work from
when the interviewer turned to her computer to  aleave and was asked .. [Steve Ruarkisssociated Press)

A TIERED PROVIDER NETWORK search for his Facebook page. But she couldnt
see his private profile. She turned back and asked him to hand over his login information.

Bassett refused and withdrew his application, saving he didn’t want to work for a company
that would seek such personal information. But as the job market steadilv improves, other job
candidates are confronting the same question from prospective emplovers, and some of them

EEOC

Training Institute
...Learn from the Experts

@} @ Inkernet

cannot afford to sav no.

Ads by Google

Which Annuities Are Best?
Don't Buy Any Annuity Until You Watch This Annuity Video Re

ﬂ: Employers
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[ www theeagle com/blogs/life_after_30/vegas-hangover-bus-gives-one-aggie-a-headache/article_f0ab68b0-0133-11e2-890b-0019bb2 5% | € W

Vegas hangover bus gives one AgQQie@ | i s sensn s
a headache '

Stary  Comments [1) Print Fant Size: - Ly

Madel Cooe: 12114

GEEEET) o | (wiweet (o] 8+1) 0 [Pmz]| (0] CEEH o D()U(ELA‘SS@J

Home of the Nice Guys

SEE DETALS

Pasted: Thursday, April 26, 2012 8:55 pm

1 comment
Top Ten: MOST VIEWED
It's supposed to make
you feel better after a Flans for world's largest tailgate' s
4 hight of partying in Las . .
l' Yegas, butfor ane Aug 15 | Comments(13)
ik Aggie, the Hangover
Postad on Apr 26, 2012 Heaven bus has College Station High Schoal teacher ch...
by Darren Benson caused one big
headache. Aug S | Comments(7)
Justin Bewman, a Texas A&M agraduate student, FPalice: Bryanwarman broke into ex's ho...
happened towander onta the bus April 14, the same
time an Associated Press photographer was on the bus AU E || EEmOmENE ]
for a story on the mohile treatment center,
2 arrested in Bryan-College Station pr...
The bus promotes its service as a way to rehydrate Jul 31 | Comments(27)
and rejuvenate after a night of revelry, and Mewrman
was ane ofthe husiness'first customers. m Mew bars hope to change up vibe, diver.
AugiE | C ts
That stary ran in Tuesday's paper on Page B7, along with 2 photo of Newman being prepped for an 1. Did | 3109 | commEnsi
mention he was wearing an Agoie T-=hirt at the time?
m Former MFL, Texas A&M foothall pla..
The story and phota caption didnt include Mewrman's name, but seeing his phota in the paper and anline in an Augd | HWo Comments
Agoie shirtwas enough to make him worry about how it would he perceived.
Bryan man indicted on murder charges
He called first thing Tuesday and left a message for me before | got to work asking that the photo be removed Aug 7 | Comment (&)
from ourwehsite hecause he never gave anyone permission to take his photo.
Yerizon signs $4.3M contract with Texa...
Berause the image was distributed by the Associated Press and widely available on other sites, like here, here |
and here, | opted to leave it up, but told Mewman to share his concerns with AP. RUYE || EOmmETE

s hangover bus ... | s % = @ I:-'- @ H‘@
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e' U.S. Equal Employment Opportunity Commission - Internet Explorer

@ VA IH https: facebook,com/USEEOC ,OLI 4| 45 [ u.s. Equal Employment Opp... X | |

| Fle Edit View Favorites

Tools Help

U.S. Equal
Employment
Opportunity
Commission @

| Home
About
Photos
Reviews
Likes
Events
Videos

Posts

n u.s. equal employment opportunity commission Q

\ \
\lJ L N
\ - S
) - ““\
~ A
\

A. \h:

e Liked v 3\ Following v Message More v

Posts
@ U.S. Equal Employment Opportunity Commission
A%

As a small business owner, you've got a lot on your plate. You need to
find information quickly and easily so we have created a one-stop shop
of resources tailored just for small businesses. You will find answers to
common questions about your responsibilities under the federal
employment discrimination laws, tips on preventing discrimination and
how to deal with issues when they arise in your business, plus a whole
lot more.

Government Organization
in Washington, District of Columbia

2.7 kR

4 15,065 people like this and 3 people follow this
!;”I I Ortiz Pra g : €

647 people have been here




n joe bontke

Timeline About

3 Pending Items

® intro

Use details from your About section as
your bio

Joe has been in the field of Human
Resources & Civil Rights for the past 27
years and has experience in employment
law and adult education. With a Bachelor's
in Philosophy and a Masters in

! Joe Bontke - Internet... ., ||

Joe Home 20+

Sponsored

\

Neiman Marcus
neimanmarcus.com

Still interested? Free Shipping
and Free Returns at Neiman
Marcus

Update Info View Activity Log ] =

Friends Photos More v ; ;
Your child can make an im...
https:/techprep.fb.com/Zut. ..
Empower them with tocls to
# Status | [8] Photo / Video | ™ Life Event get started.

d 2 new photos — g atter
t @ Hilton Houston Post Oak

(S 4

* Joe Bontke a 10 CAIR Houston

& Annual Banquet a

-
4
rl_

LETEX

@ [P Bontke Facebook

Frlends |




it View Favorites Tools Help

Search for peop! Advanced
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My Network Learning Jobs Business Services Try Pr
Onboarding New Staff? - Help Employees Fit In Faster. Latest HR trends. Read Our Report
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Joe Bontke Profile Strength
Ombuds and Outreach Manager for the Houston District _
i

office of U.S. Equal Employment Opportunity
Commission

Houston, Texas Area | Government Administration

Current EEOC - U.S. Equal Employment Opportunity Commission

Previous The Texas Governor's Committee on People with
Disabilities, Disability and Business Technical Assistance
Center, Southwest ADA Center

Apply today for the Citi® / AAdvat
Platinum Select® Mastercarc

Educstion | eadership Houston S
Citi  adaanpe g
@ mostercors

View profile as g - ?00*:

Eamn 50,000 bonus miles after ¢

purchases
https:/iwww linkedin.com/infjoebontke Contact Info
LEARN MORE

Add a section to your profile — be discovered for your next career step.

- Language - Volunteering Experience
-|’.l‘: ~an ".C!.”; ™) ﬂﬂv" ~ now inh not 1 n E mananare hired ecanmennas AR 2a' AR eenssel VP acsecs Tl



e (@JoeBontke) | Twitter - Internet Explorer

|9 https: //twitter.com/JosBontke 0 x| & twitter, Inc... |‘__7| %0 Joe Bontke (@JoeBontke) | ... * |ﬂ—|
View Favorites Tools Help

Home Moments Notifications Messages Search Twitter

TWEETS FOLLOWING FOLLOWERS LIKES MOMENTS

834 716 334 950 0
Tweets Tweets & replies Media Your
Joe Bontke
@JoeBontke You Retweeted Your”

h Houston EEOC @EEOC_Houston - Nov 6 overt
) #EEOCOutreach in support of . @CAIRHouston Advancing Justice,

Challenging Hate #NoH8 with .@Deanofcomedy God knows we need

some laughter

if you want to have a great day try to
make someone else's better

View !
Houston and Marble Falls Texas

cookingministry.org

Joined February 2009 '
Boam on hiki 24 41QR7 t

Whao
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Twitter

=317 million users

= Library of Congress

will be acquiring and permanently storing
the entire archive of public twitter posts
since 2006
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IMPORTANCE OF POLICIES

"Twoosh" is a word invented to describe Twitter

messages that contain exactly 140 characters.

Our Twitter policy: (in 140 characters)

Be professional, kind, discreet, authentic. Represent
us well. Remember that you can't control it once you
hit "update.”

AL
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HR Statistics

75% of U.S. recruiters are
required by their companies
to do online research of
candidates

70% of U.S. recruiters
report they have rejected
candidates because of
Information found online
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SCREENING TOOL FOR JOB
APPLICANTS

65 percent of hiring managers “Google” applicants
65 percent check social networking sites
50 percent of these searches result in job rejections

Workd's Scarniest Employment Law Questions

Do you currently use a social networking tool?
I -

Yes

Ho

What's Social Networking? | 1%

nmm nai;iu{
..Learn from the Exper
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PROBLEM ISSUE

Employer will potentially have
access to information such as
iInvolvement in a stakeholder
group, people with disability
organization, sexual
preference, cultural and
religious identification.
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narks Yahoo! Tools Help YaHoO!
| =
vhoto.php?fbid=47766 - ! - Yahoo

Joe Bontke

r 3, 2010
On your timeline * Remove

Ockob

Add a description
With Jon smith Bontke, Jacqueline Bontke, Jords
Bontke, Madison Rancatore, Jillian Bontke Bowmar

and Zach Bowman.

@ Tag Photo Add Location Edit

Like * Comment * Unfollow Post * Share * Edit
&Y Brigette Bain Martin and Kim Yidor like this.

Karla Jensen McCabe Great picture.

October 3, 2010 at 3:17pm ' Like

Angela English "Team Mamie" looks like a
winning Team!

October 3, 2010 at 5:24pm ' Like

- Write a comment. ..

Social Media.ppt F"Ei Bontke EEQC risk ma... £7) Joe Bontke - Mozilla F...
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Ath Amendment

Fourth Amendment
(unreasonable searches and seizures)
Common Law

Electronic Communications Act of
1986

Federal Stored Communications
Act
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EVOLUTION: O’Connor v. Ortega

U.S. Supreme Court first recognized
Fourth Amendment privacy protection in
pre-internet 1987/.

Employee’s privacy expectations could
be shaped and restricted by the
employer’s policies and practices.

HELD: employee had a legitimate
expectation of privacy in his desk and
file cabinets.

Botemd B —— ‘
\ 4 Training Institute
- ..Learn from the Experts



s |

CITY OF ONTARIO V. QUON (2010)

ISSUE: Whether a public employee (a police
officer and a SWAT team member) stated a claim
for violation of Fourth Amendment rights where
the public employer (a police department),
reviewed texts sent and received by Quon on his
department issued pager.

A Sl -
\ 4 Training Institute
..Learn from the Experts
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Takeaway

Every employer, whether public or private,
must have clearly drafted policies giving
employees notice that they have no
expectation of privacy in company
electronic equipment, whether this be in
emails, phone log details or text messages.

A L4 & ‘
\ 4 Training Institute
..Learn from the Experts
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ELECTRONIC COMMUNICATIONS PRIVACY
ACT OF 1986

Primary federal law addressing
privacy concerns is the ECPA.

Exceptions interpreted to mean that
If employer maintains its own email
system and assumes “provider
status,” employer is allowed to
retrieve all stored email messages.

Two types of communications:

Messages in transit (happens in seconds — limited
opportunity for interception)

Stored messages (most typical work scenario)

A s i y
\ 4 Training Institute
..Learn from the Experts
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Federal Stored Communications Act

“Wiretapping Act”
Criminal Offense to Intentionally:

(1) Access, without authorization, a
facility through which an electronic
communication service is provided; or

(2) Exceed an authorization to access that
facility.
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TAKEAWAY

Do not gain access to employee’s website
by either receiving private information
through another “friend,” or by going
through a person on the employee’s
“friends” list.

&N EEOC

nmm Institute
..I.mrrf the Experts




Definition of social media activities oo R &7

Ablility of employers to restrict social media gctivitiés
On company time
Using company equipment

Statutory limits on employers
Protected activities using social media

Lawful social media policies

Monitoring social media activities

Disciplinary action for violating social media restrictions
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Definition of social media
activities

Traditional social media: Facebook,
Twitter, Blogs, You Tube, Linked In,
C h at ROO m S “If a tree falls in the forest, but you don’t

Emerglng SOClaI med|a Instagram’ YouTube or Twitter, did it really happen?”
Pinterest, Snapchat, Tumblr

Social media activities include posting,
viewing, or utilizing any internet based
program that can be shared with others

Activities can be conducted on any
electronic device that accesses the internet
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Employer restrictions on social
media activities

Tur

f- _ebook

Blanket prohibition on activities during working ti

Working time does not include breaks, lunch
or before or after the employee’s shift

Can prohibit accessing social media using company
Issued equipment

Computers, ipads, smartphones

Grey area: phone owned by employee but
monthly fees paid for by employer

Can limit social media activities during non-work time |if
conduct would violate company policies




HOT TOPIC — “Concerted Actions”
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wa» Employee Rights

Under the National Labor Relations Act

The National Labor Relations Act (NLRA) guarantees the right of employees to organize and bargain collectively with their
employers, and to engage in other protected concerted activity or to refrain from engaging in any of the above activity. Employees
covered by the NLRA™ are protected from certain types of employer and union misconduct. This Notice gives you general information
about your rights, and about the obligations of employers and unions under the NLRA. Contact the National Labor Relations Board
(NLRB), the Federal agency that investigates and resolves complaints under the NLRA, using the contact information supplied
below, if you have any questions about specific rights that may apply in your particular workplace.

Under the NLRA, you have the right to:

* Organize a union to negotiate with your employer concerning your wages, hours, and other terms and conditions
of employment.

* Form, join or assist a union.

= Bargain colle, ot 7 er setting your wages,

complaints dlrectly with your employer or wi nd see |ng elp from a union.
*» Strike and picket, depending on the purpose or means of the strike or the picketing.
e Choose not to do any of these activities, including joining or remaining a member of a union.

Under the NLRA, it is illegal for your employer to: Under the NLRA, it is illegal for a union or for the
* Prohibit you from talking about or soliciting for a union union that represents you in bargaining with your
during non-work time, such as before or after work or employer to:
during break times; or from distributing union literature * Threaten or coerce you in order to gain your support

during non-work time, in non-work areas, such as parking for the union.
lots or break rooms.
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NLRB VIEW

Monitoring employee’s social networking
activity has the potential of creating a
chilling effect on the employees’
communications regarding the terms and
conditions of their employment, in violation
of the NLRA at 29 U.S.C. §157.
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KNAUZ BMW (May 24, 2011)

NLRB alleges unlawful termination of an
employee for posting photos and comments on
Facebook that were critical of dealership

Unhappy with quality of food and beverages at
a BMW promotion event

Again non-union: “concerted activity” because
It involved a discussion among employees
about the terms and conditions of their
employment
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NLRB protections for concerted
activities

National Labor Relations Board (NLRB) has ruled
that employees have the right to use social media to
engage in concerted activities

Concerted activities defined as discussing or
protesting terms and conditions of employment
where:

Two or more employees involved, or

One employee is acting on behalf of others or discusses with
others before acting
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NLRB protections for concerted

aCtiViti eS ‘k Lex! L~ W Follow
) E———
Anyway I'm done. I've been sitting at my
work desk tweeting for the past 40 minutes
. . ) ignoring my job altogether.
Unprotected activities include: ey TR et

Personal gripes that don’t impact others

Spreading false information that harms the company’s
business or defames their products/services

Threats of violence
Unlawful harassment
Publishing trade secret information

NLRB found unlawful restrictions on right to engage in
social media activities in two categories:

Discipline or discharge of employees

Overbroad social media policies
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NLRB decisions finding
unlawful termination )(1['{ Tube

Termination of employees who posted negative comments
about a co-worker who was critical of their job performance
on Facebook

Termination of employees who complained about their
supervisor in Facebook posts

Termination of employees for posting You Tube video about
safety concerns

Termination of employee who posted comments critical of the
employer’'s management in online newspaper comments
section and Facebook page
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NLRB decisions finding
soclal media activities

unprotected

Employee who vented about conflict with his supervisor on
Facebook but did not involve other employees

Employees of youth center who criticized management
using multiple expletives in Facebook postings

Employee who posted pictures of accident at work with
denigrating comments

Employee who complained about co-worker and supervisor
on Facebook without any back and forth with other
Facebook friends who were employees
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Overbroad social
media policies

facebor’.

Ok

Prohibiting posting of “confidential” information
without any definitions

Forbidding “rude, offensive, demeaning or abusive”
comments or activities that would “damage” the company

Requiring prior employer approval before posting

Restricting employee from posting photos, video or
comments about the company

Requiring posts to be “accurate” or “not misleading”

Prohibiting the use of company name or trademarks on
social media sites
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N
Lawful social "
media policies < 1/\

Focus on prohibiting activities during work time or using

company equipment

Use specific definitions or examples of prohibited conduct
What is not considered confidential or trade
secrets

What would be considered “offensive”

Refer to other company policies
Harassment, confidentiality, conflicts of interest

Avoid general threats of discipline for engaging in
unauthorized social media activities

Advise employees of monitoring




Can monitor employee

activities while online using

company issued equipment
With proper policy
notifying employee no
expectation of privacy

Can monitor activities in

public postings

Can monitor if employee

voluntarily “friends” a
supervisor or manager

Social Media Monitoring

) BEXD) - log_db.salog - SoftActivity
Top Programs  Programs Usage  Screenshots  Top Websites  Intemet (( E-Mail JjChat  Files  Login
S > his month | From: 2012-Dec-10 -

To: [2012-Dec-13

Range

ANDY-PC: Andy [Last 7 days]

From
Peggy <mail@domain.com>

Subject

Computer  User How are you doing?

Information Security Community Group M. Ransom hacke:

cryptn

» ANDY-PC  Andy
Costco News <CostcoNews@online.cost.. Andy <andyt Deal_of_the_Day_#10_-_\
» "Amazon.ca Books" <store-news@amaz... Andy <andy Great Deals on Books
Linkedin Today <news@linkedin.com>  Andy <andyt Top news, tailored for you
"VacationRentals" <VacationR Dcl... Andy < Top 10 Winter Deals
From: "Amazon ca Books" @ ca> To: Andy <andy@sofactivity.com?
Subject Great Deals on Books
-
Top 100 Editors' Picks Canadian Fiction Biographies 4
Gifts for Him Gifts for Her Gifts for Friends Gifts for Fiction Lovers
s for Hir fts for He Gifts for Friends
<
Ready

®

Date/Time
1156 AM

1156 AM
1156 AM
11:56 AM
11:56 AM
11:56 AM
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Disciplinary action

Cannot discipline for protected concerted
activities on social media sites

Can discipline for violation of company
policies (i.e. harassment)
General harassment vs. unlawful harassment that
violates policy
Can discipline if social media activities revea
employee was dishonest

Cannot discipline for off duty conduct that is
chronicled on social media that is unrelated to
work
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Best Practice Advise: Create

Written Acceptable Use Policies
(“AUP!!)

By creating and consistently applying
policies informing employees that their use
of corporate networks, including email
access, can be monitored, the employee
has waived his/her right to privacy in
communications made on the company’s

network.




Permanency of Information
Viktor Mayer-Schonberger

A society in which everything is recorded will forever
tether us to all actions, making it impossible, in
practice, to escape them.

Without some form of forgetting, forgiving becomes a
difficult undertaking

No second chances

Worst thing you have done is the first thing people will
know about you




Ways to Protect Your Image
Be careful.

Do not post anything on any site that you would not want a
potential employer to see.

Be discreet.

Set your profile to private and block inappropriate
comments that others may make on your profile.

Be prepared.

Regularly check your profile for inappropriate content.
Make sure you have an answer ready to explain or counter
any “digital dirt” employers may see.
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When It Becomes lllegal

When employers base their hiring
decision on an applicant’s protective
status

When information discovered leads to
employer’'s knowledge of information
that would be illegal to use against an
applicant in a hiring decision

l.e. discovering an applicant was arrested and using that to
disqualify

Things you cannot ask in an interview are the
same things employer cannot research



Questions To Ask When Using
Social Media...

Is 1t valid?

Does the information predict job performance?
Is the information job-related?

Is It legal?
No laws have been passed yet

Information posted on the internet is considered
“public domain”

Opens organization up to “perception” of using
protected information

IS 1t worth 1t?



s |

Ways to Protect Yourself...

Add “off-duty conduct” policy

J (11

Check organization’s “cyber reputation”
Check employees’ “cyber reputation”

Advise caution among employees when
posting things on the internet

social networking policies for their
employees while at work, while using
employer equipment/facilities, or that
will reflect directly on the employer.
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o What is eDiscovery?
« The legal discovery of electronic documents and data

- eMail, web pages, word processing files,
spreadsheets, meta data, databases, backup tapes,
cache memory, hard drives, thumb drives, PDAs,
firewall/IDS logs, phone call logs, IM

transmissions, etc.

= Anything outside of the traditional discovery of writings or
business records on paper is “eDiscovery”

An intrusion detection system (IDS) is a device (or application) that
monitors network and/or system activities for malicious activities or policy

violations.



Unique Problems With Social
Networking Activities

Blurring of lines between “work™ and
“personal’

No “filter” or “edit”
Reach a vast audience
Immediate public viewing

Quicker and less “formal” = users are
less guarded and careless



Why Facebook Isn't Making You Any
'Friends’ at Work

= more than half of workers say social
media Is negatively affecting workplace
productivity, with 57 percent bellevmg
that mixing personal and profe
connections through
social media has the
potential to cause
problems

BusinessNewsDaily.com
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jumper is banned from the Games afte.r her
African 'joke'

By KATHERINE FAULKNER and NICK MCDERMOTT
PUBLISHED: 10:07 EST, 25 July 2012 | UPDATED: 05:57 EST, 26 July 2012
C2 Comments (721)|@Share g +1 /. 0

W Tweet 0 EiLke 177

A Greek triple jumper has been expelled from the Olympics after she posted a racist joke on Twitter.

Youla Papachristou was kicked out of her national team for mocking African migrants and expressing
support for a far-Right political party.

Her offending message — which was referring to reports of mosquitoes carrying the West Nile virus in
her home country — read: "With so many Africans in Greece, at least the West Nile mosquitoes will eat
home made food!'

Scroll down for video
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AT&T U-verse’ TV

experiencethe TV
of the future — today!

"Cme

for 6 months

no contract term required

Details

FEMAIL TODAY

» A tearful Kristen
Stewart emerges for the
first time since issuing
grovelling apology to
Robert Pattinson over
affair

As R-Patz stays silent

P Their chemistry was -
obvious: Kristen Stewairt |
only had eyes for Rupert
Sanders at dinner during
Snow White press tour
And this was back in May!

» He's still in shock”:
Devastated Robert
Pattinson's heartache
over Kristen Stewart's
admission of guilt

The ultimate betrayal



TEXAS AGGIES

COLLEGE STATION - For one Texas A&M UnlverS|ty graduate student what happened in Vegas
didn't stay in Vegas.

Justin Newman says he ran into academic trouble after The Associated Press published a photo
of him in a story about a mobile medical clinic dubbed "Hangover Heaven" that aids Las Vegas
tourists who drank too much alcohol the night before.

Newman's name wasn't used, but he said people in his college department recognized him
sitting in the bus. He was wearing an "AGGIE Athletic Training" T-shirt.

Newman emailed the AP asking that his photo be removed. He said he was fired from his
research position and lost a fall campus internship.

He faced a disciplinary hearing, but said in a follow-up email Thursday there were "no
repercussions for my actions."”

University spokesman Lane Stephenson says privacy laws prevent him from speaking about
Newman.
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(@) Individuals @ Businesses

Promote yourself on the Internet.

Create and establish an online presence — look better to HR directars,
loan officers and romantic prospects,

Get your own anline presence easily. baonitor and manage your reputation. Track your anline popularity.

Establish yourself anline without the trouble Keep tabs on how you look from a personal, Gauge your visibility and search activity —
and cost of learning any code, creating your web-hased dashboard — get alerts when learn how many people are looking for yau
owh sites or paying for Web hosting. content about you appears on the Internet. howe often, and from what location.

Call us toll-free today for a free consultation: 888.919.9312

Our Califarnia-based reputation experts are available 247 and typically anawer calls in an awverage of 15 seconds.
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Career

Excuse.com

Established Since July 2009

Get Proven results

Legal and Compliant

No Hidden Fees Ever
Completely Discreet

No Contracts

Y

M ) l a—
The World's Largest Network Of Job Reference Providers!

c "f 1-800-637-7709 CareerExcuse Reference Answering Scripts Developed by HR Professionals!
——y

or « here to ge! started onling.

Bad Reference? Resume Weak? Fired?

WE CAN HELP!
Ve will act as your past employer and have our operators standing by to give you that "great”
reference that you need to any inquirer's. Join now and you will be able to create a career with a
work history and pay range as you see fit. Keep reading below to find out more!

AS SEEN ON 2 D
WomansDay
w. Our Process Our Commitment

& Step 1: Choose Your Plan_If you wish to - ke oSS TV
use one of our already established
companies, once you subscribe, you will be
directed to our company directory with over
100 virtual firms listed to choose from and

new companies are added every week! We will act as your very own human
' Need Landlord References? resource department and supervisor

Done T ®rT

wStartI fﬂ] Can I Google Applicants ... I h:___q Master Agenda2.pptx [R... | '5 Human Resource Univers. .. " @ CareerExcuse,com - ...
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Login | Register

Fake YOUI‘ JOb Fake job references & fake landlord references

Toll free 1.888.908.8289

SERVICES ¥ RATES & PACKAGES ABOUT US CONTACT US

Allow us the pleasure in getting you that dream job

S —
g TR s
-

-~ -

How Bad Do You Want That Need An Apartment? Limited Professional

Job? o | Experience?
;#) Moving without a job?

XXM

Unemployed? Fired? Laid off? Previous landlord won't WO\ A Lgsde 21 ou know you can do the job but
YWent on a hiatus? In today's provide a positive reference? v tor the sidont have professional

world, employers want to see a ﬁ A job & landlord reference is “\‘:"l:z“\?“: experience to back it up? VWel
steady work history. We've got all you'll need to move inl y Ol lm\\i wvouch for anything that's on your
you covered. Find out more » Find out more » Aoy wasiBBresyme.  Find out more

Wnlrnmp tn Fakn Ym |r Inh
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Login | Register

Fake YOUI' JOb Fake job references & fake landlord references

Toll free 1.888,508.8289

SERVICES RATES & PACKAGES ABOUT US CONTACT US

FakeYourdob.com » FAG

Frequently Asked Questions

Below are a list of frequently asked guestions. Should you have further questions unanswered in this FAL, feel free to contact us.
You may contact us via our contact page, or pick up the phone and call.

Is what you are doing legal?

In shart, yes. Although people may find this type of act to be unethical, it is legal as long as you are not trying to defraud or
fabricate yourself to your local, state, or federal government.

Can | go to jail or get arrested for this?

If you're doing this for employment or for renting a place to live, no. However, if you are trying to deceive any government agency,
you very well can get fined and thrown in jail. This is why we only offer this service far personal endurance. Any place that is not government run is eligible.

Can | get a mortgage with this service?

We will not provide employment references or help in any way to get you a home. That is illegal.

How real does my "previous employment” look when you're all done?

YWhen we get done with your project, you will have a very professional website, and business contact that no one will be able to tell apart. Don't worry.

How long does it take once we get started?

Typically, the process takes about 3-5 business days depending on which package you choose and how involved we get,

Should | get a toll free number or a local number?
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7 S8 Calling Barack Obama as: : ‘ % / D

 (555) 555-1212 |5

Mitt Romney

Display a different number to protect
. yourself or pull a prank on a friend. It's easy
- ! to use and works on any phone!

-

-

Get Spoofing! They'll never know it was you. _ ‘ GET STARTED NOW ‘

WITH SPOOFCARD YOU CAN

Change Your Voice
tart| (3 Microsoft PowerPoint - [... l—m & @@BQ;’J 4:55 AM



mycricket.com

Tools Help

Ee55

¢ Y A R 0peENDOOK.OFg

f’fﬁ'}j | M= v Page~

Simple, Affordable Cell Phones

Cricket Communications is the affordable wireless carrier with great deals on cell phones and
cell phone plans. Join milions of customers enjoying unlimited cell phone service today!

create your plan

Design your own plan and see how affordable Cricket can
be. Make changes at any time before you checkout.

Q 1. Enter Zip Code E 2. Choose a phone
B( 3. Choose a plan ;—./ 4. Check out

Order today and get free shipping & web only discounts!

plUS no signed contracts. no credit checks. no fees.

Tap to set city y

JUL1D / SAT Unknown weather
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What is truth?




Finished files are the re-
sult of years of scientif-
Ic study combined with the
experince of many years
of experts.






Inished Iles are the re-
sult o years o scienti -
Ic study combined with the
experince o many years
O experts.
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Is your perception .... Sometimes your
truth?

= Sometimes we have to take another look at
what we think we know




Finish this statement

A woman’s place is
in the




Enforcing Equal Pay Laws

Equal Pay Day
is April , 2018.

This date symbolizes
how far into 2018
women must work

to earn what men earned
in 2017.




Somewhere 1n America...

m Every hour
someone commits a hate crime.

m Every day
at least eight blacks, three whites, three gays,
three Jews and one Latino become hate crime
Vvictims.

m Every week
a Cross IS burned.



Thirty percent of workers say
they've heard colleagues use
racial or ethnic slurs in the last
12 months. The same number
report hearing sexist comments.







Adolph Hitler
IVAN THE TERRIBLE
Adolph Eichmann
Pol Pot
MWMao Tee-tung
Idi Amin
Joseph Stalin
Genghis Khan




Buddha. Rosa Parks, César Chavez

Dalal Lama
Jesus ChriSt, MOSES, Susan B. Anthony

Abraham Lincoln,Martin [uther King

Joan Ganz Cooney, MOhandaS Gal‘ldhi
Amelia Earhart, MUhammad,

Dorothy Day, Bono

A teacher you remember
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Any Questions, Comments,
Concerns or Complaints

Joe Bontke

EEOC Houston

Outreach Manager and Ombuds
713 651 4994 office

713 907 2855 cell
|oe.bontke@eeoc.gov

EEOC

H;mm Institute
..Learn from the Experts

or

EEOC Training Institute
WWW.eeotraining.eeoc.govVv



mailto:joe.bontke@eeoc.gov
http://www.eeoctraining.eeoc.gov/

